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HEIEAMEBMANA (CA), B A R HWHMIAMERESEE CA WETFSE
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1. Z%) HTTPS Wk, # 3k SSL iEP K IHMELEH .
2. FCE SSL VPN R4 b HF SL L2 P i i 4%

SEIG D IR AE IR
WH—: 24 HTTPS Wik, ZIR SSLiEBRENBESEM.
— RS, T BRI 5 BANAR 55 s 2 A 0 il #4075 B4 Fi HTTPS, 224X B DL

EHEH AWM AMITT Chttps:/ferryxie.cn/) AHI#E1T

o [ ] # Ferry X +

HEm @ B A e wlEZ B Q800 Bfay @ O

K1
BNk, ZEHITEREHR SSLEB MBS .
S, FTIFM N B BN, Wil 2 B, AT DUR BERSE AR
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@ EREREN

£ @0
FEER (BU)
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N o EweE

K2
00, g Sl E AN Sk, S R O S GE R U, Wi 3 B
N, ATV BRE A R

ene # Ferry x 4+

« C O (& ferryxie.cn QA b *x SEONC

HEm O B me @ 0 [
= ferryxie.cn i
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L DigiCert Global Root CA
L. & TrustAsia TLS RSA CA
L. [ ferryxie.cn

2 ferryxie.cn
Wt | sga: TrustAsia TLS RSA CA
we| WMEE: 2023%3A26H RME RERERE LF7:59:59
Q WP EHR

RSN ERRARAG ?

X.509 EAME FREEH ]

0y
EEER
WHARM ferryxie.cn

BREER
ERFE CN
A  TrustAsia Technologies, Inc.
ANPM Domain Validated SSL
MARM  TrustAsia TLS RSA CA

FF3U8 0B 5B 10 80 07 FA 35 62 30 60 5C 61 7B 8F 1A ES

-~

K 4
BiH—: FE SSL VPN R&UHLIE Fonidss
A5y & Windows T SSL_VPN 5258, EHIE¥M P& Loglk CGRIEAE: T
AFE-vpn FAR) . FERSLIG RIS (1) EE SSLVPN R&%5im. (2) ALE% i
HATIERE . &P i A RS o AN RE LI OC R 40 R B S Bl :

2l e

172.22.3.1 172.22.3.2 172.21.3.2

K s

BN R HIE AR N S50 0 IR

—. BPmEE
LR (GLIP il 172.22.3.0)  (anfE 6 Fros) b, Wi s b “openvpn-
install-2.3.10-1601-x86_64" #4724, BN L/inl. 4w 7 fis

Kl 6




Welcome [0 the OpenVPN
2.3.10-1601 Setup Wizard

This wcard il guide y0u theoush the rstalation of
Cpenii, an Cpen

Source VPN package by James Yonsn.

K7
12 fERdedEh et MR, wh” 2SR E OpenVPN Technologies,INC
R, Fal “2eke” $H, RTAREEERIA R ITT . W 8 AR

1) OpenVPN 2.3.10-I601 Setup Il

Installing
nPEN Please wak whie OperivPN 2.3.10-1601 is being installed.
B Yindows HH

BMERRTRERAG?

_  ZFR TAP-Windows Provider VS FRESIEGHE
Kot %858 OpenVPN Technologies, Inc.

v ggfgﬁ*g “OpenVPN Technologies, Inc.* @Y e )

¢ DECNGIRETE RS HEHIE G o RIOERES RUHOI T TR
Extract: tap-
Instaling TAP (may need confirmation). .

Kl 8
Z. PN R&SHEHMH2e
2.1 fERRS G (HLIP shhkAy 172.22.3.2) | CnlE 9 ), W ST ¥ openvpn-
install-2.3.10-1601-x86_64 " JEAT %4e, & BRI hRE, HRJEHLd “Next” 2%,
WKl 10 o




1)0penVPN 2.3, 10-1601 Setup =101 x|

Choose Components
0 PEN Choose which features of OpenVPN 2.3.10-1601 you want to
install,

Select the components to installfupgrade. Stop any OpenVPN processes or the OpenVPN
service if it is running. All DLLs are installed locally.

[v] Open'vPN User-Space Components
OpenvPN Service

[¥] TAP virtual Ethernet Adapter
OpenvPN GUI

[¥] OpenvPN File Associations

[¥] Opensst. Uiities

Kl 10
2.2 fEded Rt an MR, 7 G445/ EH OpenVPN Technologies,INC
", Bl 23k fl, ETkSRBRIN AR il 11 Fos

.
Installing
nPEN Please wat while OpenVPN 2.3.10-1601 is being installed.
B Yindows HS

SMERRTRARAE?

~  EFR TAP-Windows Provider V9 FREEIERGRE
5' #£75%K: OpenVPN Technologies, Inc.

L ggfm!.ﬁa “OpenVEN Technologies, Inc * @ wUD

(¢ EERMEIRATEAEETRENE RO - BINEIRTEEI ST T TR

XEract: tap-windows. exe. . 1007
Instaling TAP (may need confirmation). ..

Kl 11
2.3 E#l—4 Hat “C:\Program Files\OpenVPN\easy-rsa” [ vars.bat.sample SCff,
A4 N vars.bat, A PEIZICHT, EEEgRAE. & 12 FoR

o & - | te2eemn £ |
31 & build-ea 2016/1/4 20:41 Yindows JHANE. .
;;ﬁimtﬁﬁ ’{bu 2018/1/4 20:41 Yindows fUAME. ..
%) buf e sl 2016/1/4 20:41 Yindows fit2ME
B build-l W) I EIBRBER A 2016/1/4 20:41 Windows HANE
2] Ubuilel  MEHERRE 0 2016/1/4 20:41 Windows HtAHE
el ) buingn) IEECAREISRA () 2016/1/4 20:41  Yindows H2HE
;? (& lean-  EPER D » 2016/1/4 20:41 Yindows JHANE
| index w|im 2018/1/4 20:41 START f¥
Hi# & init-e. EHIC) 2016/1/4 20:41 Yindows {2
§ ) oponxxﬁW 2016/1/4 20:41 CNF xf:f
| README  §is ) 2018/1/4 20:41 E
W revoke  H@E M) 2016/1/4 20:41 Yindows JitRME
serial 1 (R 2018/1/4 20:41 START Xf¥

% 12




2.4 BB E IS “set KEY_COUNTRY=CN. set KEY_PROVINCE=BJ. set
KEY_CITY=Beiling. set KEY_ORG=xipu. set KEY_EMAIL=xipu@host.domain” , f&
FEFERMSCA . k] 13 s

25 #ili “IFHH” > BT
R
- R
| enx
@ e Byl
A itunue

L) Buam

7 Windows RERUREFIRADER . HEITHAENEY.
BRI0ITEON WX, REAE Intornet BN,

®EIA 2 IO} [ond El

! “20a ' .
.
P m‘“ - | nz A ).

Kl 14
2.6 FEMAAT R “cd C:\Program Files\openvpn\easy-rsa” . #1&l 15 fiff7n

=101

rs\Adninistratorred C:\Progran Files‘openupn\easy-r

3:\Progran Files\OpenUPN\easy-rsad,

K 15

2.7 FINmA “vars” , WEMMNPREETASELE. WE 16 Fis




dows\systend2\cad ox

oft Windows .1.76811
) <c) 2889 Microsoft Corporation

s\Adninistratordcd C:\Progran Files\openupn\easy-rsa
Progran Files\OpenUPN\easy-rsadvars

Progran Files\OpenUPN\easy-rsad,

K 16
2.8 NS “clean-all” , JEEERVE. WK 17 Fis

Microsoft Windows r 6.1.7681]
% f <c) 2009 Microsoft Corporation. {FHFHAIVH

fdninistrate gran Files\openupn\easy-r
gran Files\OpenUPN\e:
gram Files\OpenUPN\e: ~sh>clean-all

1
1

Program Files\OpenUPN\easy-r

K 17
=. &R CA
3.1 HEEAERRSS I emd BN “vars” o W1 18 s

\OpenUPN\eas

\Program Files\OpenUPN\easy-rs

K 18
3.2 A4 “build-ca” JHESE, G CARIET (REEBRASEHR ALY o W
19 ffioR

\Progran Files\OpenUPN\easy-r a>build-ca
WARNING: can’t open config file T Ove
Loading reen’ into random state — dor
Generating a 1824 bit RSA private key

writing new private key to ’keys’ca.key’

You ar about to be as d to enter information that will be nkn orporated
into your certificate requ o

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few field but you can leave some blank

For some fields there will be a default value,

1f you enter » the field will be left blank.

Country Name (2 letter code)> [CNs]:

<tring is too long, it ne s to be s than 2 bytes long
Country Name <2 letter code) [CNs]:C

ftate or Province Name (full name) (B

locality Name Ceg, city) [Beidingl:BeiJing

Crganization Name Ceg, company) [xipul:xipu
Crganizational Unit Name C(eg, section) [changeme ]:xipu

Comnon Name Ceg, your name or your server’s hostname) [changemel:xipu

P ame [changene ]:xipu

Imail Addre [xipuPhost.domainl:xipuPhost.domain

\Progran Files\OpenUPN\




Kl 19
M. ARk dn1024.pem X4
4.1 YREETEARSS i omd A4S “vars” .
42 A4 “build-dh” . 1k 20 AR

Progran File yr
Progran File sy-rsa

Progran Files\OpenUPN y-rs| Jvars
Progran Files
BRVARNING: ¢ t

Loading

OpenUPN\eas build-dh

et

y-rs

open config file:

ST 8penss1.cnf
into randon

1024 bit

long time

tate - done
nerating DH pa

This i

anete long safe prime, g

going to take a

Progran Files\OpenUPN\easy-rsa

f. ERRZIRIED
5.1 #kEEAERRS U cmd _FEi AT “vars” .

5.2 HiAfr4 “build-key-server xipuserver” 1H'5 S5, @3RS uHIET

OpenUPN\easy-rsi var:

IC: \Progran Files\OpenUPN\easy-rsiobuild-key-server
MARNING: can’t

pen config file: Jetc 17openss l.cnf

ndom state - done

A private key

iting new private key to ’keys\xipuserver.key’

to be asked to enter information that will be

tificate request.

about to enter is what is called
a few fields but you can le
fields th will be a default

you enter * field will be left

quite ome blank

letter code> [CN: N
te or Province Name (full name> [BJI:BJ
Lojality Nan city) (B

Or Ceg.

Jing 1:Be

conpany) [xipul

Orjjanizational Unit Name Ceg. section) [changemel:xipu

3. Yo r your
):xipusery

ipuBhost .domain 1:xipuBhost .domain

5~ HERE P IRIED
6.1 ZRLEAENRS U emd _FHi A4S “vars” .

6.2 Hi A4 “build-key xipuclient” , A= F i iE 15,

C: \Progran Files\OpenUPN\casy-rsliovars
C:\Progran File
A RNT NC

Loading

s \OpenUPN\eas y—rf ¢
open config file

build-key xipuclient

can’t etc/
. reen’ don

key

into random
.;,.,,,. ating a 1824 bit RSA p

state

ate

uriting new private key to ’keys’xipuclient.key’

You are about to be ¢ ed to enter information that

into
What

your certificate

you & about tc what i

quite but
fields

you enter ’.’,

are a few fields you can leave blank

will be default
field will be left bl

some
* sone there

the

value

ank. X

Couatry Name ( letter code)
Name (full

city)

[CNs ]
[BJ1:BJ
[Beidingl:Beiding

nane>

or Province
lity Name Ce

tion Name Ceg.
Nam

nar

conpany) [xipul:xipu

Orginizational Unit Ceg. section) [changemel:xipu

Corthon Name Ceg, vou or your s

xipuclient

[xipuPhost.domain J:xipuPhost .domain

¢ enter the following ’extra’ attributes

ent with your certificate request

K 22

a Distinguished Name or

will be

called a Distinguished Name or

xipuserver

incorporated

a DN.

hostname) [changeme]:xipuse

& 22 Fros

incorporated

a DN.

[changene 1:xipuclient

& 21 s




+. BHRS IR E S H
7.1 fENRS . #E “C:\Program Files\OpenVPN\sample-config” H3%, 474

server.ovpn XA, dEFRATIE, BEURS A ESE. WK 23 Fis
(e i

é_\f\/ [« ZMIE ©) - Progras Files + OpenVF¥ + swnple-config v B[ #F swplecantic )
80 v O HIF v SRR =09
e Bk & - | exEm 2w | b - |
B T8 M Adient 2016/1/4 20:41 OpenVEN Config (e
| ¥ 1] () seple 2016/1/4 20:41 OpenVPN Config (9]
FOR D 53 S 4 ¥ Cont

)J)l o)
P

K % this config file

B us FFHH00.
- EE FERUURRIRE )
o U s an >

K19

7.2 NEACHE ECE SOIE R BRIy, HARGRREERIN, B EGE R R BRI, i

24 JIr7:

cert xipuserver.crt HIRSSSAE T
key xipuserver.key #1555y key
dh dh1024.pem GRS ATI

server 10.10.10.0 255.255.255.0  #25 Rz 400 J 385 /X 4 T £ 194

Qserver - 234
HE WEE B0 FEV MHo

# and each of the client certificates.
#
# Any X509 key management system can be used.

# OpenVPN can also use a PKCS #12 formatted key file
= # (see “pkcsl12” directive in man page).

ca ca.crt

|cert xipuserver. crt
~Jkey xipuserver. key This file should be kept secret

# Diffie hellman parameters.
E l# Generate your own with:

§ |#  openssl dhparam —out dh2048. pem 2048
EEE EIEEQ. Eem |
T

# Network topology

# Should be subnet (addressing via IP)

# unless Windows clients v2.0.9 and lower have to
# be supported (then net30, i.e. a /30 per client)
# Defaults to net30 (not recommended)

;topology subnet

# Configure server mode and supply a VPN subnet

# for OpenVPN to draw client addresses from.

# The server will take 10.8.0.1 for itself,

# the rest will be made available to clients.

# Each client will be able to reach the server

# on 10.8.0.1. Comncng this line out if you are
R bri-dad

l: s L = n page for more info.
erver 10.10.10.0 255. 255. 255:‘]-
l41

K 24

7.3 KfEUE I server.ovpn SCAFEHIE H 3% “C:\Program Files\OpenVPN\config” T,
8 “C:\Program Files\OpenVPN\easy-rsa\keys” H &) “ca.crt. ca.key. dh1024.pem.

xipuserver.crt. xipuserver.csr. xipuserver.key” %] “C:\Program
Files\OpenVPN\config” H% ~. @il 25 Fiox




an—' i BTE
eﬂ [.—-*—iﬂ.—-m €:) v Program Files v OpenVPN « config g\

l v (B[ 2% consic |
0 -~ BARER v HE v ERNAX = v 1@
i it . [0 | |
BT ca 2022/5/18 11:00 BRED 2 KB
o A® 2022/5/19 11:00 KEY Xf$ 1 K8
ROR e 10 Blivi -4 2022/5/19 11:03 PEM Xf¥ 1 K8
2022/5/19 10:51 NEY 1 KB
A& 2022/5/18 11:13  OpenVFN Confic 1B
8 :i 2022/5/19 11:07 BSED 4
"“ - 2022/5/18 11:07  CSR Wi 118
J B 2022/5/19 11:07 Y W 18
= RN
25

7.4 X FA OpenVPN GUI ElbR, Jazhst:. wiE 26 Fix

td

OpenVFPN GUI

K] 26
75 FEAESHEES, A% openvpn bR, #E$F “Connect” BIRT. 4 27 Ak

Connect

UiIsconnecy

Show Status

View Log %
Edit Config
Change Password

Settings"*

B b G

K 27
7.6 B AEsitn, RREZRI). WE 28 Fis

K 28

7.7 EHITIF A omd, HAdr4 ipconfig, T LLE FIAR S VPN - 1P bk Fid
10.10.10.1. 4nfEl 29 Arw




8822484 2ha3 s F8cF 126

: 19.10.10.1

K 29

NN B P I B SO R
8.1 7E% M b, #EAN “C:\Program Files\OpenVPN\sample-config” Hzx, A

client.ovpn 3CfF, EEATIT, BoCs Pl E 2S48 . K 30 i

=
Yo + BMERE () - Progres Files » OpenVEN + semple-confiz v 83| #% smplecontic
;L0 7 ~ R v ([
o &l A ey | 2221 | s |
& T8 Rl
o A& R S OpenVPN Config
EhiamEE e 1A 00 20:41 OpenVEN Config 11 B
& ERLMEEE )
B u% REHW »

K 30
8.2 B & s, SEERIR I T E S RAFJE RS BESUSE I
client.ovpn SCPFEE#E] H 5% “C:\Program Files\OpenVPN\config” . & 31 fizs:
remote 172.22.3.2 1194 #VPN fik 5531 (14 1P A s
cert xipuclient.crt #)k 55 vt ik
key xipuclient.key #1K 55 vt key

# port number here. See the man pa
# if your proxy server requires

[# authentication.

http-proxy-retry # retry on connec
http-proxy [proxy server] [proxy p

Bclien - %4
ZHe) WERE B0 FEV Mo

proto tep
proto udp
# The hostname/IP and port of the server.

# You can have multiple remote entries
- do I vers.

# Wireless network
# of duplicate
# to silence duplicate
mute-replay-warnings

emot 241194
remote my-server-2 1194

# SSL/TLS par
# See the

Choose a random host from the remote
# lis i i
i

Keep trying indefinitely to resolve the
OpenVPN server. Very useful

cert xipuclient. crt
key xipuclient.key 2 e not permanently connected
# to the internet ch as laptops.

resolv-retry infinite

# Verify serv
# certicate
# This is an importar
# a potential attack

don’ t need to bind to
cal port number.

K31

Ju~ B RS e B SR E & P iplas b
0.1 fEE L, By “IF4R” ->7 8477 ->7 mstse” o 1K 32 R

W44, PEE Internet FH.

oo 3

o EERTEO RS,

K 32




9.2 FESH RN IEHER N RS 2% 1P Hidik 172.22.3.2. K5 administrator 1%L
Simplexuel23, imRedEsfissds, I GSCrE. WkE 33 P

5 i s st B =01
( o R N Conf
1
HHNC): lnz 22.3.2| QJ
BRE  FiEE
LR BESBIAER I
- who)| _mmoo |

K 33
9.3 4% “C:\Program Files\OpenVPN\easy-rsa\keys” H 3t H1[¥] “ca.crt. ca.key.
xipuclient.crt. xipuclient.csr. xipuclient.key” & il %% /5 “C:\Program
Files\OpenVPN\config” H3x . W& 34 fhos

B eeeee——————————E -
6‘0.‘ [ - H0H - TR T) - Frogrem Files + Open¥?h - confic - [ E e 1]
B9 v BIHEP - HE - WX E-0@
B T8 e 2022/5/19 11:00  BEFH 2o
L §.1] ca key 2022/5/19 11:00 e 2t 1 1
0% LD i @ client 2022/5/19 11148 OpenVPN Config 41

README 2022/5/19 11:46 XEXH 1 KB}
aE Lo xipuclient 2022/5/19 11:10 f-+3132) 4 1)
8 ;: zipuclient. csr 2022/5/19 11:10 CSR ¥ 1 &)
'_ i puclient. key 2022/5/19 11:10  KEY X% 1 1
J BF
34

9.4 X% ;s E ) OopenVPN GUI Ebx, Jash#tt. i 35 fixs

&

OpenVFN GUI

K 35
9.5 FEAFESHEL, 4%t openvpn kR, %+ “Connect” BIT[. 4% 36 s

Dy :corm-:cg.

Show Status

View Log
Edit Config
Change Password

Settings™*
Exit

36
9.6 KEhrArsitn, FRRELNI). WE 37 Fis

0 client is now connected. Bx]
Assigned IP: 10.10.10.6

o | &) €




K 37
9.7 4T7F cmd, A4 ipconfig, AJLAE F% i VPN - IP Hidik 1 2 10.10.10.6.
i 38 FioR

K 38

T\ AR

10.1 7EARSS s 1o~ T Al wireshark AEf% s VPN W, 75 Z3E4T F ) LB ERAE .

D SIS AR --> B> B AT BN LA B A B S, FTF I B B
Pl AR --> SRR B . W 39 fis

IERERLCRE R L -
i o B ENE .
sloz O BEN | FEV W00
FiglEz
&40 1 he H o fRmmrsE e |
FHE10 Internet o b
2 vprd
ot ® ,1, wvo/cp-po  HOSEHERHTR 0)
i + dm: ATva FOERIEREE oD
AR - D) 293 R
™ it Moo i
G FHIZMR  gEX W
By ERTOE 5 O CNyT D
i < SN
o e
¢ = g
@ O AR SR

]
¥ u RREHJITNE

o 14 RGO ORI &
4§ ARMRTULITNE
# & PRREmS

. RN

+ W RTERSE

Kl 39
2) A ERNHE R I ER SRR i) NetGroup Packet Filter Driver, E&#¢@ . & 40
Frs

+ P co O LP

= FIERRBEHIE T
o

Herdeare Policy Driver

NITP

Iriver for Winsock

Kernel Mode Driver Framevorks service
KSecdd

Netl g Tor _ BP9V

ISI proxy ser  FIGHRIBAED )
Full

PEAUTH

e

QoS MIREHINEF

KDP Encoder Mirror Driver

EDP ¥instation Driver o 1
ROPCDD

Reflector Display Driver used to gain access to graphics data

K 40
3) U B|ShFEFERTR, BRI RS, BilfE. WE 41 R




XEE) BFE0 FEV REHO
Bt %

®0 SEHES |iymme |

NetGroup Packet Filter Driver

BEE wr
RTERON):  NetGroup Packet Filter Driver

L1003
we e
B I 1

z3e). X B

SEEHIE IR @)
_E | o] 5@

o graphics data

K 41
4)  4TIF emd, %iAfir4 net stop npf A1 net start npf, T npf R%. Wil 42 Frow

KOPCDD
Reflector Display Driver used to gain sccess

U= 2w aotinm =Tk
230 I \u .76011 - .

(c)> 2009 Microsoft Corporation

&ia b
=3 IC:\Users\Adninistratdronet stop npf
ENe t Group Packet Filter Driver HEF
Atk
)
C:\Users\Adninistratordnet start npf
.
[iliNe t Group Packet Filter Driver fB5 222 3zhAbI

C:\Users\Adninistrator)

K 42
5) fAfn4 ipconfig, T LAEF] 10.10.10.1 AT{EMIM R AAHZERE 5, 172.22.3.2 FifE
IR oA S 4. G0l 43 Fios

K 43
10.2 FER T FFP AN AT & HL 2l i A\ fir 4 ping 172.22.3.2 -t 1 ping 10.10.10.1 -
t. 4N 44, 45 fioR




isatap.{(70E753F1-2942-44AR-8FBC-CF1F14580B41) :

ft Windows [RPA 6.1.76811
(c) 2889 Microsoft Corporation. {F

C:\Users\Administrato>ping 10.10.10.1

Ping 106.10 s

10.10.10.1 [o] 15 2 TTL=128
10.10.10.1 32 TTL=128
10.10.10.1 2 |=ims TTL=128
10.10.10.1 7| F : | TTL=128
16.16.10.1 32 s TTL=128
10.10.10.1 5: 3 2 s TTL=128
10.10.10.1 [ 32 B[8]=1ms TTL=128
10.10.10.1 - =32 2 TL=128
10.10.10.1 7 32 H7|8]=2ms =128
10.10.160.1 32 | < =128
10.10.10.1 @} P == | 128
16.10.10.1 : 2 A|8)= =128
19.10.10.1 ] F =32 A7 ns =128

K 45
10.3 X 1) wireshark BEbR, iEFEAMIER 4, R ITFARR g . ik 46
Bz
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74 Echo (ping)

2 9.900195 172.22.3.2 s22:3.1 s
3 0.931114 172.22 1 172.22.3.2 OpenVPN 143 MessageType: [
4 0.931484 172.22.3.2 172.22.3.1 OpenVPN 143 MessageType:
5 0.999495 172.22.3.1 172.22.3.2 icwe 74 Echo (ping)
6 ©.999588 172.22.3.2 172.22.3.1 1cwp 74 Echo (ping)
7 1.030725 172.22.3.1 172.22.3.2 OpenVPN 143 MessageType:
8 1.831157 172.22.3.2 172.22.3.1 OpenVPN 143 MessageType:
9 1.999485 172.22.3.1 172.22.3.2 icwe 74 Echo (ping)
I 10 1.999565 172.22.3.2 172.22.3.1 | Ice 74 Echo (ping) =
M »

+ Frame 1: 74 bytes on wire (532 bits), 74 bytes captured (592 bits) on interface @

+ Ethernet II, Src: 3e:4c:f@:d0:98:d9 (3e:4c:f0:d0:98:d9), Dst: 16:eb:82:7c:c1:71 (16:eb:82:
+ Internet Protocol Version 4, Src: 172.22.3.1, Dst: 172.22.3.2

# Internet Control Message Protocol

4 | 1|
T —
% 16 eb 82 7c c1 71 3e 4c {0 d@ 98 d9 68 00 45 60 ... [|.qL N | S| @[3
92 3c @4 2d 09 @0 80 O1 d8 64 ac 16 03 01 ac 16  .<.-.... .d......
03 62 08 @0 4c Ge @2 O1 @0 ed 61 62 63 64 65 66  ....Ln.. ..abcdef
£ 67 68 69 6a 6b 6c 6d 6e 6f 70 71 72 73 74 75 76 ghijklmn opgrstuv
2948 77 61 62 63 64 65 66 67 68 69 wabcdefg hi
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2 0.000070 0.1 74 Echo (ping)

3 1.001016 10.10.10.6 Icvp 74 Echo (ping) re[

4 1.001068 10.10.10.1 Icve 74 Echo (ping) re

S 1.9999%e9 10.10.10.6 icwe 74 Echo (ping) re

6 1.999978 16.10.10.1 e 74 Echo (ping) re
| | |

+ Frame 1: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface @

# Ethernet II, Src: ©0:ff:79:2b:89:10 (©0:ff:79:2b:89:10), Dst: ©0:ff:78:2b:89:10 (09:ff:78::
« Internet Protocol Version 4, Src: 10.10.10.6, Dst: 10.10.10.1

+ Internet Control Message Protocol

10 @0 ff 79 2b 89 10 @8 00 45 00
90 80 ©1 11 91 Ga Ba Ga 96 Ga Ga
19 00 61 01 42 CRNCRECERCE

[O77 5% @13 data (ate data) i 6 - 2RT 6 (0000 | WERE Defedt |




